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Abstract

DevOps is a conceptual framework for reintegrating development and
operations of Information Systems. We performed a Systematic Mapping
Study to explore DevOps. 26 articles out of 139 were selected, studied and
summarized. Based on this a concept table was constructed. We discov-
ered that DevOps has not been adequately studied in scientific literature.
There is relatively little research available on DevOps and the studies
are often of low quality. We also found that DevOps is supported by a
culture of collaboration, automation, measurement, information sharing
and web service usage. DevOps benefits IS development and operations
performance. It also has positive effects on web service development and
quality assurance performance. Finally, our mapping study suggests that
more research is needed to quantify these effects.
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1 Background

Many organizations which develop and use Information Systems make a struc-
tural division of their software departments. One pattern which is often repeated
is the separation between software development and system operations. Lately,
there has been discussion about whether this division is warranted. This dis-
cussion centers around a concept called DevOps, which has thus far not been
frequently discussed in academic literature. We hope to increase understanding
of DevOps by reviewing the literature regarding the concept and some closely
related concepts.

2 Review questions

The main research question is ”How does DevOps influence Information System
development performance?”

To be able to answer this, the following questions will need to be answered
first:

RQ1 What are the relevant characteristics of DevOps?

RQ2 What effects can be observed when DevOps is being practiced?

RQ3 What are the supporting factors in a DevOps initiative?

RQ4 How are DevOps characteristics instilled?

3 Review methods

I used three search terms: DevOps; ”Continuous Delivery” AND Software; and
”development and operations” AND software. We applied the search terms to
the databases of Scopus, Web of Science, IEEE Xplore and ACM Digital Library.

Papers considered for the review were (1) published in 2007 and onward;
(2) related to problems found in the intersection of software development and
software operations; and (3) considering development of Information Systems.

I first determined study quality on high level based on the type of the study
and the venue in which the study was published. Study types were ranked based
on the study design hierarchy for Software Engineering from Kitchenham [73],
as described in Table 2. The study venue was ranked as follows (from highest
quality to lowest quality): (1) Journal articles; (2) conference proceedings; and
(3) industry reports.

Based on the major concepts highlighted in their titles and abstracts, I
labeled each article. I discovered the following labels: Culture, automation,
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Ref. Cul-
ture

Automa-
tion

Measure-
ment

Shar-
ing

Ser-
vices

QA Structures &
standards

[4] X
[6] X
[13] X X X X
[15] X
[29] X
[31] X X X
[34] X X X
[41] X X X
[42] X
[48] X X X
[55] X
[59] X X
[67] X
[106] X
[80] X
[97] X
[99] X
[102] X
[108] X
[112] X X
[115] X X
[116] X
[121] X
[123] X
[128] X
[136] X

Table 1: Major concepts found in the reviewed literature

measurement, sharing, services, quality assurance and structures & standards.
These labels are divided the categories of practice areas (culture, automation,
measurement and sharing), application areas (services and quality assurance)
and a problem area (structures & standards). Table 1 gives an overview of
which labels were applied to which article.

Next, I assessed studies more in depth by considering which instruments were
used for reducing bias, and how internal and external validity were maximized.
The results of this can be found in the following table.

Ref. E T Description
[4] 5 C The construction of a System Dynamics model to achieve a

”repetitive, risk-free and effortless Continuous Delivery Process”
is described. Simulation is used to verify the results. The paper
explains how validation could take place, but does not concretely
define how it will take place.

[6] 5 J Disciplined Agile Delivery is presented as an enterprise process
for developing software, which includes DevOps. No validation
takes place.

Continued on the next page.
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Ref. E T Description
[13] 5 C The usage of Knowledge, Skills and Abilities as a framework for

finding employees with DevOps skills is described. No validation
is done and the process followed is quite unclear from the paper.

[15] 5 C Ways for developers to elicit operations requirements from doc-
uments instead of face to face communication are described. No
validation takes place.

[29] 5 J How to support system engineering using knowledge manage-
ment is described. No validation takes place.

[31] 5 C A case study of using patterns which cross development and
operations is described. The results are limited to a single case.

[34] 5 J An experience report of using techniques argued to be part of
DevOps, such as system thinking, is described. No concrete
cases are described to validate the results.

[41] 5 J A case study of the functioning of a company, which has a cul-
ture sharing characteristics with DevOps, is described. The
results are limited to a single case.

[42] 4 J A case study of the business implications on adopting DevOps
is described. The results are limited to a single case.

[48] 4 C An approach for applying testing techniques used in software
development on operations is described. An experiment trying
to prove that this is possible is described, but the experiment
lacks rigor.

[55] 5 C A platform for supporting development based on DevOps is de-
scribed. No results of validation are presented.

[59] 5 J It is described how DevOps supports continuous delivery. No
concrete cases are described to validate the results.

[67] 5 J The lack of involvement of operations in DevOps initiatives is
described. No concrete cases are described to validate the re-
sults.

[106] 5 J The importance of metrics in a DevOps initiative is argued. No
concrete cases are described to validate the results.

[80] 5 R The history of DevOps is described. Evidence is limited to in-
dustry examples.

[97] 5 J The importance of human factors in a DevOps initiative is de-
scribed. No concrete cases are described to validate the results.

[99] 4 C Experience implementing Continuous Delivery is reported. The
results are limited to a single case.

[102] 5 J It is argued that DevOps can be used together with the CMMI
and ITIL standards. No concrete cases are described to validate
the results.

[108] 5 J The importance of using DevOps practices in quality assurance
is described. No concrete cases are described to validate the
results.

Continued on the next page.
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Ref. E T Description
[112] 5 J The use of DevOps practices in an academic setting is described.

The results are limited to a single case.
[115] 4 J The experience using DevOps at a small organization is de-

scribed. The results are limited to a single case.
[116] 5 C Logging is presented as a way to improve cooperation between

development and operations. To validate some preliminary re-
sults, a study is described on high level and its results are pre-
sented. There is no validation of the final solution.

[121] 5 J It is argued that software installation should be handled by au-
tomated processes. No concrete cases are described to validate
the results.

[123] 4 C The influence of Software-as-a-Service architecture on the busi-
ness model is described. Validation was done by studying three
cases.

[128] 3 C Problems related to the cooperation between development and
operations are explored. The research is validated by studying
a focus group and two cases.

[136] 5 R A method for building a DevOps culture is described. No con-
crete cases are described to validate the results.

For performing data extraction, I used the research questions as format. For
each study, I described in which way it contributed to each research question.

4 Included and excluded studies

The following table shows which articles where included for each search term.

Ref. Incl. Reason
Search term: DevOps
[6] X Contributes to RQ1, RQ3, RQ4
[13] X Contributes to RQ1
[15] X Contributes to RQ1, RQ3
[31] X Contributes to RQ1, RQ3
[34] X Contributes to RQ1, RQ3
[41] X Contributes to RQ1, RQ4
[42] X Contributes to RQ1, RQ2, RQ3, RQ4
[45] Does not contribute to any research question
[48] X Contributes to RQ3
[57] Does not contribute to any research question
[55] X Contributes to RQ1, RQ3
[54] Does not contribute to any research question
[59] X Contributes to RQ1, RQ3
[67] X Contributes to RQ1, RQ3

Continued on the next page.
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Ref. Incl. Reason
[106] X Contributes to RQ1, RQ3
[80] X Contributes to RQ1, RQ2
[97] X Contributes to RQ1, RQ3, RQ4
[102] X Contributes to RQ1, RQ2, RQ3
[108] X Contributes to RQ1, RQ2, RQ3
[112] X Contributes to RQ1
[115] X Contributes to RQ1, RQ2, RQ3, RQ4
[121] X Contributes to RQ1, RQ2
[136] X Contributes to RQ1, RQ3, RQ4
[139] Does not contribute to any research question
Search term: ”Continuous Delivery” AND Software
[4] X Contributes to RQ3
[10] Does not contribute to any research question
[21] Does not contribute to any research question
[32] Does not contribute to any research question
[36] Does not contribute to any research question
[48] X Already considered for search term DevOps
[74] Does not contribute to any research question
[85] Does not contribute to any research question
[99] X Contributes to RQ3
[104] Does not contribute to any research question
[127] Not related to Information Systems
Search term: ”development and operations” AND Software
[1] Not related to Information Systems
[3] Not related to Information Systems
[5] Does not contribute to any research question
[7] Does not contribute to any research question
[8] Does not contribute to any research question
[9] Not related to Information Systems
[12] Does not contribute to any research question
[13] X Already considered for search term DevOps
[14] Not related to Information Systems
[16] Not related to Information Systems
[19] Not related to Information Systems
[18] Not related to Information Systems
[20] Does not contribute to any research question
[22] Not related to Information Systems
[23] Does not contribute to any research question
[24] Not related to Information Systems
[26] Not related to Information Systems
[27] Not related to Information Systems
[28] Does not contribute to any research question
[29] X Contributes to RQ3
[30] Not related to Information Systems

Continued on the next page.
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Ref. Incl. Reason
[33] Not related to Information Systems
[35] Does not contribute to any research question
[37] Not related to Information Systems
[38] Does not contribute to any research question
[39] Does not contribute to any research question
[40] Not related to Information Systems
[43] Does not contribute to any research question
[44] Not related to Information Systems
[46] Does not contribute to any research question
[47] Does not contribute to any research question
[49] Does not contribute to any research question
[50] Not related to Information Systems
[51] Does not contribute to any research question
[52] Does not contribute to any research question
[53] Does not contribute to any research question
[55] X Already considered for search term DevOps
[56] Does not contribute to any research question
[58] Not related to Information Systems
[60] Not available in English
[61] Not related to Information Systems
[62] Does not contribute to any research question
[63] Does not contribute to any research question
[64] Not related to Information Systems
[65] Not related to Information Systems
[66] Does not contribute to any research question
[68] Not related to Information Systems
[70] Not related to Information Systems
[69] Not related to Information Systems
[71] Not related to Information Systems
[72] Does not contribute to any research question
[75] Not related to Information Systems
[76] Not related to Information Systems
[77] Does not contribute to any research question
[78] Not related to Information Systems
[79] Not related to Information Systems
[81] Not related to Information Systems
[82] Does not contribute to any research question
[83] Not related to Information Systems
[84] Not related to Information Systems
[86] Not related to Information Systems
[87] Not related to Information Systems
[88] Does not contribute to any research question
[89] Not related to Information Systems
[91] Not related to Information Systems

Continued on the next page.
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Ref. Incl. Reason
[90] Not related to Information Systems
[92] Not related to Information Systems
[95] Not related to Information Systems
[94] Not related to Information Systems
[93] Not related to Information Systems
[96] Not related to Information Systems
[98] Not related to Information Systems
[2] Not related to Information Systems
[120] Not related to Information Systems
[100] Does not contribute to any research question
[101] Not related to Information Systems
[103] Not related to Information Systems
[107] Not related to Information Systems
[110] Does not contribute to any research question
[109] Does not contribute to any research question
[111] Does not contribute to any research question
[113] Not related to Information Systems
[114] Does not contribute to any research question
[116] X Contributes to RQ3
[117] Not related to Information Systems
[118] Not related to Information Systems
[119] Does not contribute to any research question
[122] Not related to Information Systems
[123] X Contributes to RQ3
[124] Not related to Information Systems
[125] Not related to Information Systems
[126] Not related to Information Systems
[128] X Contributes to RQ1, RQ3
[129] Not related to Information Systems
[130] Not related to Information Systems
[131] Does not contribute to any research question
[132] Not related to Information Systems
[133] Not related to Information Systems
[134] Not related to Information Systems
[135] Not related to Information Systems
[138] Does not contribute to any research question
[137] Not related to Information Systems
[141] Not related to Information Systems
[140] Does not contribute to any research question
[142] Does not contribute to any research question
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Rank Description
1 Evidence obtained from at least one properly-designed randomised controlled

trial
2 Evidence obtained from well-designed pseudo-randomised controlled trials (i.e.

nonrandom allocation to treatment)
3-1 Evidence obtained from comparative studies with concurrent controls and

allocation not randomised, cohort studies, case-control studies or interrupted
time series with a control group.

3-2 Evidence obtained from comparative studies with historical control, two or more
single arm studies, or interrupted time series without a parallel control group

4-1 Evidence obtained from a randomised experiment performed in an artificial
setting

4-2 Evidence obtained from case series, either post-test or pre-test/post-test
4-3 Evidence obtained from a quasi-random experiment performed in an artificial

setting
5 Evidence obtained from expert opinion based on theory or consensus

Table 2: Study design hierarchy for Software Engineering from [73]

5 Results

We selected 14 journal articles, 10 conference proceedings and 2 industry re-
ports out of 139 articles found. From the journal articles, 10 originated from
the Cutter IT Journal, which released a special issue about DevOps. Table 5
summarizes each article.

5.1 Culture of collaboration

I identified eight papers which related to a culture of collaboration. Each will
be shortly discussed in the next paragraphs.

The United States government used Knowledge, skills and abilities (KSA’s)
as a framework for selecting candidate employees. KSA’s can also be used to
select proper candidates for a position within an organization using DevOps [13].
But the usage of KSA’s was disputed by the United States Office of Personnel
Management. In fact, KSA’s are no longer used by the US government.

To become more competitive, organizations are building more heavily inte-
grated products, which sometimes even exceed the borders of an organization.
Examples of this are device ecospheres such as Android, which runs on mobile
phones from various manufacturers, but also runs on tablets, smartwatches, in
cars and on various other devices. An approach to reach this integration is by
adopting a system thinking approach. The departments of development and op-
erations traditionally collaborate in developing new systems. Both parties are
each other’s customer and supplier. The development department depends on
the operations department for managing systems required for developing large
scale information systems. This includes bug tracking, project management and
version management software. At the same time the operations department de-
pends on the development department for developing tooling and applications
for operating systems, as well as implementing features to improve aspects such

9



Ref. Description
[4] Continuous Delivery processes can be modeled using System Dynamics
[13] Knowledge, Skills and Abilities allows to find and train employees to use DevOps
[15] Operations related resources should be studied to elicit operational requirements
[29] Three-tier knowledge management supports transition of innovations to systems
[31] Development and operations patterns improve web applications scalability
[34] DevOps is part of a revolution of organization-wide collaboration
[41] More employee trust and responsibilities reduces need for operations personnel
[42] Setting up a central supportive group aids the transition to DevOps
[48] Applying Behavior Driven Development practices on operations supports DevOps
[55] DevOps application life cycle toolkit supports software mass customization
[59] To stay competitive organizations have to improve their IT services using DevOps
[67] DevOps should more often be considered from the perspective of operations
[106] DevOps should be supported by a framework of metrics
[80] To solve problems between developers and operations they need more cooperation
[97] DevOps should be people focused instead of tool- and process-centric
[99] Implementing Continuous Delivery can be aided through various lessons learned
[102] DevOps can be used in with process standards such as CMMI and ITIL
[108] Quality assurance can use DevOps tools for better system monitoring
[112] Managing software configurations as source code aids operations automation
[115] Various tools and practices can be applied to support DevOps
[116] More attention on logging aids DevOps
[121] Software shouldn’t be installed by hand, this should be managed as source code
[123] Software-as-a-Service has influenced the business model of organizations
[128] DevOps is needed to successfully deploy and operate software systems
[136] There is a process companies can follow to create a DevOps culture

Table 5: Literature descriptions

as performance, security and stability. Because of this, adopting a system think-
ing approach has a lot of influence on the culture of collaboration [34].

Facebook employs very few employees which dedicate their work to opera-
tions. Instead, employees are trusted to and responsible for developing software
which performs good in operations [41]. This merging of the work performed by
employees to cover both development and operations leads to a different culture
of collaboration, in which there is no clear separation between development and
operations personnel.

The division of work between development and operations has a long history
starting from the early days of computing [80]. What is important to realize
when talking about DevOps, is that it does not signal the end for develop-
ment and operations work. What is happening is that work that used to be
done exclusively by development and operations, is now being performed by the
other party. This has signified the ambiguity of having a clear division between
development and operations.

One of the core values of Agile Software Development is ”Individuals and
interactions over processes and tools” [17]. When considering DevOps from an
agile perspective, this core value should be kept in high regard [97]. Yet, a lot
of the discussion around DevOps focuses instead on tools and processes.

Cultural transformations can be daunting. Some best practices to aid in the
transformation to a DevOps culture are [115]:
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• Consider the cultural change from both the perspective of the driver and
the participants.

• When exceptional situations arise, one has to be flexible in temporarily
letting go of DevOps values. A process has to be in place to integrate
changes once the crisis passes.

• Let the teams decide on which tools they use based on their own skills
and expertise.

• Encourage transparency between development and operations personnel.

The process of cooperation between development and operations is not han-
dled optimally. This influences productivity, software quality and service qual-
ity. Software process methodologies should be improved to increase this coop-
eration. More research in this area has to be performed to study how these
improvements can be realized. [128]

A DevOps culture is defined by the characteristics of open communication,
incentive and responsibility alignment, respect and trust [136].

5.2 Automation

I identified eight papers related to automation. There are two important con-
clusions related to automation drawn from papers I described in the previous
section. First, hiring people with the right knowledge of automation is impor-
tant to support DevOps [13]. This should be identified by looking at a person’s
resume. Second, there are a lot of opportunities for automating steps in the
software development process. Organizations should trust employees to make
the right decisions and make them responsible for automating the process. [41]

The other six papers will be shortly discussed in the next paragraphs.
DevOps automation is supported by various design patterns. Some of these

are[31]:

• Use cloud storage for storing big files.

• Process asynchronous jobs using queues.

• Use Platform-as-a-Service instead of Infrastructure-as-a-Service.

• Use memcached user sessions to load balance the application server.

• Use a cloud based e-mail delivery service.

• Use a cloud based logging service.

• Use a Realtime User Monitoring tool.

Two trends supporting agility in software development are Test Driven De-
velopment (TDD) and Behavioral Driven Development (BDD). In TDD, devel-
opers first write an automated test-case before writing actual production code.
BDD is a variant on TDD, in which the test is a behavioral description of a
program. In both processes a similar loop is followed:
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1. Describe a piece of functionality by writing a test (TDD) or behavior
description (BDD).

2. Write production code which realizes the functionality. Use the description
from (1) to verify proper functioning.

3. Refactor the code to meet the desired quality. Keep using the description
from (1) to verify proper functioning.

In operations, a similar process can be used. Here, the target is not software
functionality but system behavior. One way to realize BDD in operations is
by using Cucumber-Nagios, a toolkit which allows the writing of Cucumber
behavior descriptions, ran using the Nagios network monitoring software. [48]

Bugs in software can cause major problems for an organization, impacting
both their reputation and financials. To avoid bugs in released software, orga-
nizations often decide to shelve software for a period of time before releasing it
to the customer. They believe this shelve period allows more bugs to be discov-
ered. Improving software is the work of engineers testing the software, finding
bugs and fixing them. Unlike a good wine, software does not improve on its
own.

Continuous Delivery is a process in which functionality is only considered
ready when it is being used in practice. Instead of having this shelve period,
software goes through a predefined pipeline which ends directly at the customer
and involves various automated tests. The false sense of security offered by
shelving software is compensated by an ability to release software earlier and
more often.

Because this pipeline passes through the boundaries of development and
operations, DevOps is a crucial element in realizing Continuous Delivery. [59]

Continuous Delivery should be considered from both an engineering perspec-
tive and a business perspective. The engineering perspective focuses on how the
software development pipeline is constructed and how it is supported by auto-
mated tooling. The business perspective focuses on how various departments
play a role in the software development pipeline. [99]

Tools can be used to support automation. This improves scalability and
testability, while reducing the work for operations personnel. Companies use
varied combinations of tools to support their DevOps effort. For example, at
the Friedrich-Alexander-University in Erlangen, Germany, Puppet and Nagios
are used to support DevOps practices. This allows the configuration of a network
architecture to be supported by tools from software engineering (such as version
control) [112].

The setup and configuration of IT systems is complex. This complexity can
be managed by approaching IT systems as if they were software components.
Configuration tools allow us to manage systems in a efficient and consistent
manner. These configuration tools can be controlled by writing configuration
rules in a text file. These configuration rules are specified in the form of code.
The approach of managing system infrastructure in this way is called Infras-
tructure as Code. [121]
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5.3 Measurement

I identified three papers related to measurement. There are two important con-
clusions related to automation drawn from papers I described in the previous
sections. First, it is beneficial to hire employees with experience in measurement
techniques such as thread modeling and risk analysis [13]. Second, the tradi-
tional way of measuring employee performance for development and operations
personnel leads to friction [34]. Development personnel is measured based on
features delivered. This encourages a high pace of delivery. Operations per-
sonnel is measured based on system stability. This encourages a slower pace of
delivery. This paradoxical situation leads to a lot of friction.

The third paper I reviewed expands upon this second point. It discusses
how a metrics-driven framework can be used to define shared and actionable
metrics for adopting DevOps. This framework acts as a common language for
collaboration between development and operations personnel. [106]

5.4 Sharing

I identified three papers related to sharing. An important conclusion related to
sharing drawn from a paper I described in a previous section is that to facilitate
sharing, developers and operations should try to make their documentation
understandable by both sides. Hiring employees who have experience in both
development and operations facilitates this. [13]

What also facilitates sharing of information between development and oper-
ations personnel is when developers elicit requirements regarding operations by
studying various resources. These resources can be standards, organizational
process descriptions, academic studies of operational failures and more [15].
Both product and operation process requirements should be considered in the
requirements engineering process.

Knowledge management is a process which facilitates sharing. Three tier
knowledge management is a way of representing types of knowledge. The tiers
are exploration, evaluation and execution. Exploration concerns the observation
of trends in technology and developing plans to innovate and improve. Evalu-
ation concerns the study of feasibility and specification of software. Execution
concerns construction, testing and operations of a software product. Because
this knowledge management includes both the development and operations of
software systems, both development and operations personnel should share the
same knowledge management resources. [29]

5.5 Services

Services is one of the areas in which DevOps makes a significant contribution.
The concept of services relates to two trends. First, software companies are
moving from a product model to a services model. In the past software could
be post-ordered, ordered in a shop, or tailor-made software could be ordered.
Today, software is often offered to customers as a service or relies on using
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(sometimes third party) services. Second, resources which in the past were
owned by companies are today offered as services. This includes Software as
a Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a Service
(IaaS).

I identified four papers related to services. There are two important conclu-
sions related to services drawn from papers I described in the previous sections.
First, organizations can use various third party services offered using cloud com-
puting, instead of conventional libraries [31]. This includes for example storage,
logging, mail and caching. Second, the communication with third party services
can be tested using Behavior Driven Operations (as explained under Automa-
tion).

The management of services benefits from using unified frameworks [55].
As services rely on cooperation between development and operations personnel,
supporting DevOps principles in service management frameworks is beneficial.

Service based models such as SaaS cause organizations to reassess their busi-
ness models [123]. Considering DevOps is sometimes considered a competitive
advantage, it should be part of the business model as well. The integration
of development and operations activities forces organizations to reassess their
business models.

5.6 Quality assurance

Quality assurance is another area in which DevOps makes a significant contri-
bution. In Information Systems, quality assurance links together the parties of
development, operations, customer support and the customer itself. The task
of quality assurance is hence divided over these four parties. Agile software
development and DevOps can be seen as both a gift and a curse for quality
assurance. Quality assurance is facing a problem: Their work load has become
hard to predict. Quality assurance has been affected by the adoption of agile
software development. When companies still used a more waterfall-like software
development process, quality assurance could easily predict their work load. Or-
ganizations released software at fixed intervals, separated by a relatively large
amount of time.

DevOps facilitates quality assurance by bringing these parties closer together
through cooperation and tooling. Because of this, DevOps offers an opportunity
for quality assurance personnel to gather more data than they could in the
past [108]. Also, Realtime User Monitoring is a pattern which can be used
for detecting problems faced by end end-user early [31]. The responsibility
of providing quality assurance can be assigned to an employee who also does
development and operations tasks. This is the case at Facebook for example
[41]. By using BDOps, the different roles surrounding quality assurance can
work together on specifying how the system should deliver the desired user
experience [48]. Furthermore, by managing software configuration as source
code customers get access to a more consistent experience, software will be
available to them earlier and new features will be released more often [112].
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5.7 Structures and standards

Structures and standards are an important problem area for DevOps. To sup-
port DevOps, organizations will need to make structural changes to facilitate
the organization-wide collaboration [34, 59]. At the same time, organizations
are afraid that these structural changes are incompatible with standards they
use for their organizational processes. Yet, there are plenty of opportunities to
combine DevOps with CMMI and ITIL, and the processes actual seem to gel
together [102]. DevOps can be incorporated into existing methods, while there
are also larger enterprise process models which include DevOps, such as Disci-
plined Agile Delivery [6]. An effective way of facilitating a transformation to
DevOps is by setting up a central supportive group which can give recommen-
dations and advice regarding the DevOps transformation [42]. It is important
that such a group, or any person advocating a transition to DevOps, does not
see DevOps merely from the perspectives of development, from which DevOps
largely oriented [67]. Once a software development process is described, it can
be mathematically verified by using System Dynamics [4]. One should however
consider the pitfalls in modeling social systems using advanced models from
mathematics and physics [25].

6 Discussion

Until now development and operations have mostly been studied as two different
fields. However, I believe my research shows that there is some merit in studying
the combination of both. This is because in industry, many organizations are
reintegrating development and operations. I understand that academic research
should not primarily be swayed by trends in industry, which are often the subject
of hype. But at the same time, academic research should support industry
developments by finding evidence which supports or rejects the value proposition
of these developments.

My survey of the academic literature available on DevOps shows that there
is some interest in DevOps from an academic perspective in three ways: DevOps
is considered as (i) the subject of discussion, (ii) a supporting factor of some
other subject (iii) a factor supported by some other subject. Yet, I consider the
study design quality of the discovered literature to be low.

A problem frequently discovered in the literature is the lack of a concrete
shared definition of DevOps. For example, I have defined it as a conceptual
framework, but some authors see DevOps as a job description while others
see it a skill set. Research could benefit from a clarification of DevOps by
creating a taxonomy [11]. A good starting point for such a taxonomy is the
CAMS framework [59]. I suggest that DevOps research can be classified using
an extended version of the CAMS framework, including the concepts of services,
quality assurance and structures & standards.

I believe the different views of DevOps requires us to look at DevOps from
multiple perspectives (see [105] for an example). This allows us to unite the
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conflicting definitions of DevOps under separate names, such as DevOps as a
role in the SDLC process, DevOps as a skill set and DevOps as a conceptual
framework for supporting development and operations of Information Systems.

I think the research is particularly vulnerable to two biases, the argument
from authority bias and the publication bias. Most articles selected in the review
were based on expert opinion. While I have no reason to doubt these opinions,
one should be aware that experts can be wrong. When one blindly follows
expert opinion, one is vulnerable to the argument from authority bias. That
is why expert opinion should be backed up with other sources of evidence. In
my research I have found little evidence of DevOps having a positive effect on
software development besides expert opinion. The research is also vulnerable
to publication bias, which means there is a tendency to publish only positive
results. This means that there might be organizations which struggle with
DevOps and might have abandoned DevOps adoption, yet nothing is published
regarding this. I control for these biases by being aware of them and regularly
reflecting on the risks they pose.

7 Conclusions

DevOps is a major change in Information System development. DevOps re-
duces the gap between developers, operations and the end user, allowing for
earlier problem detection. In the past, after each Scrum sprint software would
work according to specifications, but these would not be validated by the ac-
tual end user. With DevOps, we can implement continuous development and
release software to the end user frequently. DevOps also allows developers and
operations to work together more efficiently and effectively.

The most important finding of this literature review is perhaps that there is
no DevOps process or methodology. DevOps is not a one size fits all solution
to solve a problem in software engineering like Scrum is for example. This
complicates my work of studying companies practicing DevOps. I am not able
to talk about a ”DevOps process”. DevOps should be considered as an artifact
adapted to match the unique environment of an organization under study.

DevOps is a conceptual framework, comparable with Agile Software Devel-
opment. Organizations need to incorporate DevOps principles and practices in
their processes. To accomplish this, they will need to restructure themselves.
In this chapter I have given recommendations for organizations to follow when
adopting DevOps. This is merely the first step in creating a comprehensive guide
for companies to adopt DevOps. There are other sources which organizations
can use in their adoption1.

1Some physical resources include The Phoenix Project, DevOps for Developers, DevOps for
Dummies and the upcoming DevOps Cookbook. However most activity concerning DevOps
is taking place at conferences and in blogs
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7.1 Recommendations

For supporting a culture of collaboration:

• Focus on people as the central element of a DevOps culture.

• Hire people with skills in both development and operations.

• Support people in their attempts to adopt DevOps principles and prac-
tices.

• Look beyond person’s job descriptions and both formal and ingrained
roles.

• Take an organization-wide perspective: Look beyond the boundaries of
departments and teams.

• Take a systems thinking approach to both the organizational processes as
the software development processes.

• Encourage cooperation between development and operations personnel.

• Empower people by trusting them and giving them responsibilities.

• Do not force tools or methodologies on teams, let them pick their own.

• Encourage the adoption of DevOps principles and practices in Software
Development methodologies.

• Focus on growing the characteristics of a DevOps culture.

For supporting automation:

• Make an overview of the software development pipeline, incorporating
both an engineering and a business perspective.

• Implement continuous delivery up to a point that software can be released
on demand.

• Explore and adopt patterns and tools for supporting automation.

• Automate the configuration of systems.

• Automate the testing of network infrastructure.

For supporting measurement, develop shared metrics to reduce the friction
between development and operations personnel.

For facilitating sharing:

• Facilitate communication between development and operations personnel
to improve understanding.

• Create shared knowledge management systems and encourage their use by
both parties.
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• Let developers pro-actively explore operation requirements by studying
standards, process descriptions, academic studies, etcetera.

For the usage of services:

• Use cloud services in your products to simplify your network infrastruc-
ture.

• Incorporate tests for cloud services by using BDOps.

• Make services supporting development and operations, such as version
control, accessible for both.

• Consider changes to your business model when adopting DevOps.

For facilitating quality assurance:

• Use Realtime User Monitoring to detect problems early.

• Involve quality assurance with the transition to DevOps.

• Make quality assurance a stakeholder when considering reporting.

For solving problems considering structures & standards:

• Set up a central group to facilitate the transition to DevOps.

• Consider input from both development and operations personnel equally.

• Use standards such as CMMI and ITIL to your advantage.

• Draw inspiration from enterprise processes such as Disciplined Agile De-
livery.

• Make forecasts on DevOps primarily from an empirical perspective, avoid
the use of mathematical modeling unless there is significant expertise avail-
able.

By having done this literature review, I have now created a framework which
I can use when studying DevOps in practice. The actions which organizations
have taken to adopt DevOps can be categorized under the four practice areas.
Next, I can study how these actions influence the application areas. Finally, I
can study how each company have tacked the structures and standards problem.
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